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Office Memorandum • united states government'. 


o 

iucU 

■ROM 


lire Assistant Director, Ui>U_ 
Chief, inspection and Security 
Chief, Inspection Brancn 


DA 


TE, Shr b 1249 


Special Security Inspection tne 

25X1 A 

^ Alii'HQiii'x'x itl'iiD HibSioN 

1. Pursuant to oral instructions from tne Chief, Inspecttoj^nji 

^rtiritv a special security inspection was made by 

. i . <ii vo ldiiv. of the security con— 

25X1A9aiaH^^H on August tj, of thP 

25X 1 A ^pc3dn!Ie^o^I^5s^CoSoff!der numbers 
UhV. 

2 inis inspection included the checking or ooservation of tne con- 

for toe selection and control of personnel ; and tne safeguarding ox 
Classified p.nioimation, documents ana material. 

25X1A5a1 

vlnDlhCS 

main office ana plant is housed in 

JBBS^PWbaine* coveriiu; anproriigHyuo «®» 

of a citv slock in a suburban commercial district of ^ 

entrances SSTta. street to toe IwiMings too grows «. Stored 
by unifomed !»>«•• Satisi'actoiy security procedures tofl wntxw. 
are in effect to regxUate admittance ana egress of visitors ana em 

ployees. 

2 Knov/iedge of tne existence of contracts with CIA is the sensitive 
xLtSc of one subject contracts. Inis knowledge is restricted . uo 
aonrovimatel^ thirty-five persons in tne company. The names oi dio-e 
know of or are in a position to learn of these contracts 
a-e listed in Tab A. This inspection disclosed that the names o- 
eighteen persons in die categories mentioned above had riot been con- 
Sacrea tor cuumiunl to CIA for security clearance. 

the corporation stated Uiat such submittal would uo u^io x rnmeo^.^/. 
It was disclosed that procedures vrxtran Cla do not injure the - 

of all names concerned with classified contracts lor security c*<w- 
, mrr . personnel security clearances are performed by U b on a ruune 
check basis; 0S0 is notified of trie results of name checks which take 
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approximately from three to six weeks to perfor n; contractors 
.are not notified ii tiie checks are negative; ezrployees are 
engaged in clussiiied work oei'oro security clearance checks 
are made, auci continue on such orpioyraent unless the contractor 
is notiiieci that derogatory information lias been developed- a 
record of tno status of security clearances on names suonitted 
°y ®OJ^jra^tor^i^aaiiitainecl by Coia.iuni cations Division, uSo. 

25X1 (OSO/Comrao; does not consider the function 

of maintaining security clearance records as properly belonr-inr 
to Ins ofijice. , ^ b 

' i ' : • 

3. The actual development work on <^^^^^^^^^^^Hperforr?.cd 
by four persons, is in a plysically restricted and rigidlv con- 
trolled area oi the plant. Classified Army and liavy contracts are 
0 c YAARc^ 1 " 0 “ cxll C pcrlo med in t his area unuer security regulations of 
koAl ADathese Services. officials stated that the Departments 

oi Army arid Davy are interested in lie equipment being developed 

25X1A9al° r CjJl ^ informat ion concerning it has been supplied thorn with 
liie pemassion of - 


25X1 A 4. Contra 


bt 


(USO/Commo). 


is lor a standard item of equipment, but 


25X1 A 


25X1 A 


tne identity of 01 A with the contract ana the quantity of tiie 
order is considered as classified information . Officials of tne 
company wcjre cognisant of tiie need for safeguarding tne identity 
oi Gia anaj had pianrred to ao so in shipping ana billing, but tnev 
v ‘ ere Goniu r ,ed h y the apparent lack of instructions or conflicting 
or une:<plained instructions in that correction, it was noted that 
tne original purchase oraer (i’onu 36-103;, issued preliminary to 
.uf, ! Xe ° U $ ed c ° ntract i instructs that shipment vail be made to 
Oentrao. Intelligence Agency." The company officials were advised 

djf ide inspectors to disregarc’ 

"Supply Officer , « using the 

fhrylanu, as set iortn in tiKonlfS. rhe ofiicials exnresscd 
concern regarding the identification of Clii appearing on Government 
voucher iorms vrnen bill in g is made. Upon their request for guidance 
tney were aa vised by tne inspectors to contact the ClA contracting 
oixicer lor instructions in this matter. There was also some con- 
lusion va-th regard to tne use of ah. o. Box address ior some 
correspondence ana a street address for other correspondence. It 
was explained to the company officials that the street address was 
xor addressing tne contracting officer, but that in either event 
tne words ' Central Intelligence Agency" should not be included in 
uie address, fhe above disclosures indicate the need for adoption 
in 01A oi uniform procedures for concealing the identity of CIA 
when such concealment is determined to be necessary, and the in- 
stitution oi procoduresto indoctrinate contractors in this regaru. 
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i>. Tug handling of classified cori*esponuence In several parti cu- 
lars was found to be below acceptable CiA standards as discussed 
hereunder. ! Tills disclosure furtner reflects the lack of and need 
for proper security inaoc trination of contractors engaged in 
classified .contracts. 

25X1 A d. In tne plant classified correspondence and 

documents are kept in locked compartments of a satis- 
factory couiDination time-locked safe, except that 
occasionally documents classified "Confidential" are 
kept in- desks. This exception was said by company 
officials to bo in conformance with Array and Wavy 
security requirements. The company officials were 
aaviseef that CIa security standards require all 
classified documents above “Restricted" to be deposited 
in combination lock cabinets. They stated that hence- 
forth all classified documents relating to CIA contracts 
would be stored in the combination safe. 

il\ 

b. borne instances of unclassified correspondence dis- 
closing tne identity of CIa with relation to Contract 

25X1 A noted in the files. Tnere were also 

indications tliat some correspondence, classified 
"Confidential, " had been sent tlirough the mails without 
waving j been registered. The officials stated that all 
correspondence relating to Gja contracts vd.ll nenceforth 
be properly classified and registered when sent through 
tne mails . Tney are conversant with, the requirement for 
the use of double envelopes. 

: ;! 

c. Fcistence of excess numbers of carbon copies of 
classified correspondence was indicated on tile copies 
of some letters, some of which listed as many as six 
different individual recipients of copies in the mm 
office!.;; The problem of security control of such copies 
was discussed and the officials agreed that copies for 
distribution would no longer be made; .Tien necessary the 
original will be circulated for information and returned 
to its; [original recipient lor proper deposit in the cafe, 
ltd sting excess copies will be collected and properly dis- 
posed of. 


25X1 C4a 
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d. Contacts between the 

conducted principally tnrough 
was 



CIA are 



jypany, located at 

Inspection of mi’, 

I office and his procedures disclosed inadequate 
provisions for safeguar ding classified correspondence and 
25X1 A5a1 documents. Mr. was advised to obtain a combination 

lock cabinet, which he stated would be done. He was also 
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25X1 A 


»Uii r 
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25;X1 A5a1 

ini. cojoLusxaJS 


instructed in tne proper disposition of classified 
waste. | lie stated that lie naa already received in- 
structions irom tne office regarding the proper 

security standards lor classii'ied correspond once and 
tne elimination of" extra copies i'or distribution. 


Xv. 


1. Tne officials of tne are security conscious 

aiid ai’e earnestly endeavoring to maintain a secure operation. Ex- 
cellent cooperation was reflected by tne spirit with which all tlie 
recoaaaendajtions oi tne inspectors were received and adopted. 


2. Tne pr, 
do not app 


’ocodures within CIA in connection vdtli security clearances 
tpai’ to be adequate. 


J. Indoc tr 
been inane 
minds ol' c 


ination oi tne contractor on security requirements nas 
quate, resulting in security lapses and uncertainty in the 
bn trac tor officials. 


.u S j It is recommended that! 


1. Action 
soruiel sec- 
as "unclear 


be taken to insure tne submittal and processing of per- 
iiirity questionnaires lor all personnel listed in Tab A 
bred." 


The responsibilities and procedures within CIA connected vdtli 
personnel security clearances be reviewed ana coordinated by the 

offices concerned vitli a view toward correcting any deficiencies 
i<nerexn. 

! 

J * c ^. a ^pt uniform procedures for use when determined necessary in 
concealing tne identity of CIA in correspondence, shipments, ana 
idling connected with classified contracts, and that all contractors 
concerned ; be fully advised. c 

1 1 

A. CIA compile and issue pertinent security requirements for c’ass-- 
fied contracts, covering personnel clearances and tne safeguarding of 
ci ren^r ^ Io2mtlon > documents and material; that all contractors i 

tmetfin ^ C i as&ilietl contacts, ana those awarded such con- 

tacts in Vie future, be thoroughly indoctrinated in such security 
requirements; and that they be made a part of applicable future con- 
tracts . 1 
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